
 
 

CYBER / SECURITY POLICY 
The Company is intending to provide a secure and protect the working environment for 

operations to its offshore/ onshore employees, customers, and partner’s information from any 

malicious or inadvertent act that might undermine the integrity, availability, or 

confidentiality. The security process is conducted in accordance with relevant legislations, 

standards, and regulations shall ensure that appropriate control measures are in place to 

mitigate the security risks posed to people and assets. 

To achieve this, the Company shall: 

• Engage adequate security resources to protect its employees in areas of operations and 

whilst on the voyage.  

• To ensure all onboard personnel must be aware of the security permissions for use of 

the organisation’s computing resources, their responsibilities and obligations with 

respect to information security. 

• To ensure established process of managing of IT-system to be complied for avoiding 

security threat, data loss and misuse. 

• Installed software is strictly for business-use only. 

• Define the rules of usage and the scope of hardware covered associated technical 

standards and specifications are aware of risk, security, and acceptable usage of 

personal devices. 

• To ensure that the security of CHO information and information assets are not reduced 

when sharing information with third parties or by the introduction of third-party 

products or services into the CHO environment. 

• Provide comprehensive training and promote security awareness to its employees in 

areas of security aspects and procedure.  

• Observe a ‘ZERO TOLERANCE STAND’ towards fuel, scrap or any other commodity 

peddling offshore and in ports where the vessel and its crew are rendered vulnerable 

to security risks.  

The Company policy that all necessary support is given to the Company Security Officer (CSO), 

Master and Ship Security Officer (SSO) in order to understand the intent of this policy, their 

roles, and responsibilities to deter any security breach or unlawful actions.  

Everyone who boards a Company vessel is required to comply with the vessel's security 

procedures and instructions. The person refusing to comply with Company policy will be 

denied access and reported to the Company and relevant authorities. 
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